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1. Pengenalan

Dokumen ini menerangkan langkah-langkah penukaran kata laluan sementara semasa log
masuk kali pertama dan melakukan pengaktifan pengesahan 2 langkah (2SV).

2. Penukaran Kata Laluan Sementara

Pengguna akaun Google Workspace (GWS) MyGovUC yang baharu diwujudkan diwajibkan
menukar kata laluan sementara bagi meningkatkan tahap keselamatan akaun. Langkah ini
bertujuan mengurangkan risiko pencerobohan, memandangkan kata laluan sementara lebih
mudah diteka dan terdedah kepada ancaman kompromi akaun. Berikut adalah langkah-langkah
penukaran kata laluan sementara akaun GWS:

Rabu, 11 Mac 2026 10:25:47 Malay | English

E&' PORTAL RASMI @
o Utama Mengenai MyGovUC v~ Perkhidmatan v Media v Hubungi Kami
oy MyGovlc gonci My icami P2

s
Lacim Kami Moklumbalaz

Rajah 1: Portal MyGovUC

Langkah 1: Layari pautan https://www.mygovuc.gov.my/portal-main/home.
Langkah 2: Klik pada butang ‘LOG MASUK’.

G

Email or phone ‘

. .
Slg n In { pengguna@mygovuc.gov.my

Use your Geogle Account Forgot email?

Not your computer? Use Guest mode to sign in privately. Learn more

about using Guest mode
Create account 4

English (United States) ~ ~ Help  Privacy  Terms

Rajah 2: Paparan Log Masuk (Alamat E-mel)

Langkah 3: Masukkan alamat e-mel yang baharu diwujudkan.
Langkah 4: Klik pada butang ‘Next'.



yGovUC

_“\\

Manual Pengguna Log Masuk Kali Pertama Akaun
Google Workspace MyGovUC

G

Welcome

I@ pengguna@mygovuc.gov.my '3'

. 5

[ Enter your pasaword

[] show password

Forgot password?

English (United States) = Help  Privacy  Terms

Rajah 3: Paparan Log Masuk Kata Laluan Sementara

Langkah 5: Masukkan kata laluan sementara.
Langkah 6: Klik pada butang ‘Next'.

Welcome to your new account

Welcome

Welcome to your new account: pengguna@mygovuc.gov.my. Your
mygovuc.gov.my administrator decides which Google Workspace and
other Google services you may access using this account.

Your organization administrator manages this account and any Google
data associated with this account (as further detailed here). This means
that your administrator can access and process your data, including the
contents of your communicaticns, how you interact with Google
services, o the privacy settings on your account. Your administrator can
also delete your account, or restrict you from accessing any data
associated with this account.

If your organization provides you access to administrator-managed
services, like Google Workspace, your use of those services is governed
by your organization’s enterprise agreement. Besides these terms, we
also publish a Google Cloud Privacy Notice.

If your administrator enables you to use other Google services besides
Google Workspace while logged in to this pengguna@mygovuc.gov.my
account, your use of those services will be governed by their respective
terms, such as the Google Terms of Service and the Google Privacy
Policy and other service-specific Google terms. If you do not agree to
these terms, or do not wish Google to handle your data in this way, do
not use these other Google services with this
pengguna@mygovuc.gov.my account. You may also customize your
privacy settings at myaccount.google.com.

Your use of Google services with this account is also governed by your
organization's internal policies.

English (United States) - Help Privacy Terms

Rajah 4: Paparan Awal Log Masuk Akaun GWS

Langkah 7: Klik pada butang ‘I understand’.
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Create a strong password

Welcome

Create a new, strong password that you don’t use for other websites

(@ pengguna@mygovuc.gov.my ~ | { Create p d ‘
{ Confirm ‘
At least 12 characters

[] show password

@D

English (United States) - Help Privacy Terms

Rajah 5: Paparan Penetapan Kata Laluan Baharu

Langkah 8: Masukkan kata laluan baharu.
Langkah 9: Masukkan pengesahan kata laluan baharu.
Langkah 10: Klik pada butang ‘Next'.

Nota: Amalan terbaik dalam menetapkan kata laluan adalah seperti di bawah:
i. Minimun 12 aksara.
ii. Mengandungi sekurang-kurangnya:
. 1 huruf besar
. 1 huruf kecil
. 1 nombor
. 1 karakter khas
e  Tiada spacing
iii. Tidak menggunakan nama sendiri

G

To help keep your account secure, Google needs to verify that it's you

Verify that it’s you Please sign in again to continue.

° pengguna@mygovuc.gov.my

@D

English (United Kingdom) = Help Privacy Terms

Rajah 6: Paparan Pengesahan Log Masuk
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laluan yang baharu.
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P
&
To continue, first verify that it's you
Pengguna MyGovUC
p- ., Erter your p d
|:° pengguna@mygovuc.gov.my ~ ,:| ” i ‘ 13

[[] show password

Forgot password? 1 4

Help Privacy Terms

English (United Kingdom)

Rajah 7: Paparan Log Masuk Menggunakan Kata Laluan Baharu

Langkah 13: Masukkan kata laluan baharu.
Langkah 14: Klik pada butang ‘Next'.
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3. Pengaktifan Pengesahan 2 Langkah (2SV)

Pengesahan 2 langkah (2SV) adalah langkah keselamatan tambahan yang disediakan oleh
sistem Google bagi memastikan akaun pengguna sentiasa dalam keadaan yang selamat dan
sukar untuk di kompromi oleh pihak ketiga. Di bawah terdapat tiga (3) kaedah untuk
mengaktifkan pengesahan 2SV iaitu:

i. Penetapan Nombor Telefon (Pesanan Ringkas (SMS) / Mesej Suara);
ii. Kod Sandaran (Backup Code); dan
iii. Google Authenticator.

3.1. Penetapan Nombor Telefon (Pesanan Ringkas (SMS) / Mesej Suara)

Melalui kaedah pengesahan nombor telefon, pengguna akan menerima kod keselamatan
sama ada melalui pesanan ringkas (SMS) atau mesej suara, bergantung kepada pilihan
yang dibuat. Penetapan ini adalah wajib bagi setiap pengguna bagi memastikan
keselamatan akaun terjamin. Berikut adalah langkah-langkah pengaktifan 2SV
menggunakan kaedah nombor telefon selepas menukar kata laluan sementara kepada kata
laluan baharu yang ditetapkan oleh pengguna:

Google

Don't get locked out

Your domain will soon enforce 2-Step
Verification to ensure better account
security.

This policy will be enforced from 25 Mar
2026 which means that you will be
asked to enter a one -off password
when signing in.

To avoid being locked out of your
account please enrol into 2-Step
Verification now.

Learn more about 2-Step Verification.

==

Do this later

Rajah 8: Paparan Enrol 2-Step Verification

Langkah 1: Klik pada butang ‘ENROL’.

Nota: Butang ‘Do this later’ akan melangkau langkah penetapan 2SV. Walau bagaimanapun, penetapan perlu dilaksanakan dalam
tempoh 14 hari sebelum akaun pengguna disekat daripada log masuk.
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G

To continue, first verify that it's you

Pengguna MyGovUC

r ~ Enter your p
\o pengguna@mygovuc.gov.my '-/I { ‘ 2

[ show password

Forgot password? |@ 3

English (United Kingdom) - Help Privacy Terms

Rajah 9: Paparan Pengesahan Log Masuk

Langkah 2: Masukkan kata laluan untuk pengesahan.
Langkah 3: Klik pada butang ‘Next'.

Google Account o = @

€ 2-Step Verification

Turn on 2-Step Verification ‘kT d
° °
— u
Second steps
Make sure that you can access your Google Account by keeping this information up to date and adding more sign-in options
¢ Passkeys and security keys © Adda security key >

D Google prompt

Authenticator © Addau
[=]  Phone number © Add a phone numbe:

_4

Rajah 10: Paparan Pengaktifan 2-Step Verification

Langkah 4: Klik pada butang ‘Turn on 2-Step Verification’.

10
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Add a phone number

A phone number can be used to verify it's you when signing in and to receive
alerts if there's unusual activity.

‘ - S ‘ +60 ‘0 5

You can use a Google Voice number, but you won't be able to receive codes if
you lose access to your Google Account. Charges from your operator may apply.
Learn more about how Google uses this info @

@ Receive codes by text message

() Receive cades by voice message

Cancel 7

Rajah 11: Paparan Penetapan Nombor Telefon

Langkah 5: Masukkan nombor telefon dengan tambahan ‘460’ (Country Code Malaysia) pada
permulaan nombor.

Langkah 6: Pilih ‘Receive codes by text message’.

Langkah 7: Klik pada butang ‘Next.

Confirm your phone number

Make sure that +60 01is the number that you would like to save. When
you need to use your phone number to verify that it's you signing in, codes will be
sent to this number by text message.

Back 8
B

Rajah 12: Paparan Pengesahan Nombor Telefon

Langkah 8: Klik pada butang ‘Save’ untuk mengesahkan nombor telefon.

11
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™

You're now protected with 2-Step Verification

N-

When signing in you'll be asked to complete the most secure second step, so
miake sure this info is always up to date

El Phone number © o 01

[ i

MyGovUC

Rajah 13: Paparan Penetapan 2-Step Verification Berjaya

Langkah 9: Klik pada butang ‘Done’.

date

How you sign in to Google
Make sure that you can always access your Google Account by keeping this information up to

2-Step Verification

© Onsince 09:25

S‘.

i

Password
Last changed 09:24

Skip password when possible

2-Step Verification phones
017-579 5201

Recovery phone

Add a mobile phone number

Recovery email

Add an email address

You can add more sign-in options

|, 27 Passkeys and security keys | | %2 Authenticator | | 0 Google prompt |

| ) Backup 2-Step Verification phones | |m Backup codes |

Rajah 14: Paparan Tetapan 2-Step Verification Telah Diaktifkan

12
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3.2. Kod Sandaran (Backup Code)

Kod Sandaran (Backup Code) digunakan sekiranya telefon bimbit pengguna tidak boleh
diakses atau digunakan. Berikut adalah langkah-langkah untuk mendapatkan senarai kod

sandaran.

10| # (@
Your favourites Vi
@ M &
Account Gmail Drive
Gemini Docs Sheets
E L
Slides Calendar Chat

Rajah 15: Paparan Aplikasi GWS

Langkah 1: Klik pada  ***’ pada kanan atas profil pengguna.
Langkah 2: Klik pada ikon ‘Account’.

Google Account

[ Home

(5 Personalinfo

e

Pengguna MyGovUC

pengguna@mygovuc.gov.my

| Google password

-
B Third-party apps and
%0 services

Q, Search Google Account
©® Data and privacy

2, Pecple and sharing

Payments and
subscriptions

Rajah 16: Paparan Google Account

Langkah 3: Klik pada butang ‘Security and sign-in’.

13
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How you sign in to Google

Make sure that you can always access your Google Account by keeping this information up to
date

2-Step Verification

®

@ Onsince 09:25

Password
b
= Lastchanged 09:24

¥+ Skip password when possible

EI 2-Step Verification phones
017-579 5201

Recovery phone

Add a mobile phone number

Recovery email

i

Add an email address

You can add more sign-in options

".% Passkeys and security keys | | %7 Authenticator ‘ | [ Google prompt |

"@ Backup 2-Step Verification phones | ||m Backup codes | 4

Rajah 17: Paparan Pilihan Backup Codes

Langkah 4: Klik pada bahagian ‘Backup codes’.

G

To continue, first verify that it’s you

Pengguna MyGovUC

- ~ Enter your p
|° pengguna@mygevuc.gov.my v | [ ‘ 5

[ show password

Forgot password? 6

English (United Kingdom) Help Privacy Terms

Rajah 18: Paparan Log Masuk Kata Laluan

Langkah 5: Masukkan kata laluan untuk pengesahan.
Langkah 6: Klik pada butang ‘Next’.

14
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¢ Backup codes

Your backup codes

10 backup codes remaining
Created 27 minutes ago

Print a list of codes to keep with you that you can enter to sign in. Keep
these backup codes somewhere safe but accessible.

2310 163 6758 9090
9466 1160 4596 3899
4162 3444 4457 1350
5136 2262 0857 9189
4938 6649 1584 0467
(,’ & Print codes H::I (:’ &, Download codes \::I 7

Rajah 19: Paparan Senarai Backup Code

Langkah 7: Klik pada butang ‘Print codes’ atau ‘Download codes’.

MyGovUC

Nota: Senarai kod sandaran (backup codes) ini hendaklah disimpan oleh pengguna di lokasi yang selamat dan mudah dicapai. Kod
ini akan digunakan sekiranya pengguna diminta melakukan semula pengesahan identiti oleh sistem Google.

date

How you sign in to Google
Make sure that you can always access your Google Account by keeping this information up to

2-Step Verification

@ Onsince 09:25

Password
Last changed 09:24

Skip password when possible

2-Step Verification phones
017-579 5201

Recovery phone

Add a mobile phone number

Recovery email

Add an email address

=

Backup codes
10 codes available

Rajah 20: Paparan Senarai Pengesahan 2 Langkah (2SV) — Backup codes

15
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3.3. Google Authenticator

Aplikasi Google Authenticator disediakan sebagai kaedah pengesahan tambahan untuk
mengakses akaun GWS dengan lebih selamat.

Pengguna perlu log masuk kepada akaun GWS dengan layari pautan berikut:

Pautan: https://myaccount.google.com.

23 myaccount.google.com

Google Account

(M Home

@ Personal info

®
Pengguna Test (TEST)

pengguna@mygovuc.gov.my

ﬁ Security and sign-in 1

**#  Google password
o  Third-party apps and
services
Q_ Search Google Account
9 Data and privacy

2} People and sharing

& Wallet and subscriptions

Rajah 21: Paparan Google Account

Langkah 1: Klik pada ‘Security and sign-in’.

How you sign in to Google

Make sure that you can always access your Google Account by keeping this information up to
date

2-Step Verification

0

@ Onsince 13:49

Password

e
— Lastchanged 11:31

3+ Skip password when possible

EI 2-Step Verification phones
017-579 5201

Recovery phone

Add a mobile phone number

Recovery email

Add an email address

Backup codes
10 codes available

You can add more sign-in options

|l & Passkeys and security keys | | #5 Authenticator ‘l‘ 0 Google prompt |

|G,| Backup 2-Step Verification phones | 2

Rajah 22: Paparan Pilihan Kaedah Pengesahan Tambahan

Langkah 2: Pada bahagian ‘How you sign in to Google’, klik pada pilihan ‘Authenticator’.

16
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< Authenticator app

Instead of waiting for text messages, get verification
codes from an authenticator app. It works even if your

phone is offline. @_ ‘ __g)

First, download Google Authenticator from the Google
Play Store or the iOS App Store.

= -

I . Y
|\ + Setupauthenticator | 3

. .

Rajah 23: Paparan Penetapan Authenticator

Langkah 3: Klik pada butang ‘+ Set up authenticator’.

Set up authenticator app

* Inthe Google Authenticator app, tap the +
» Choose Scan a QR code

Can't scan it?

Cancel Next

Rajah 24 : Paparan Kod QR -1

Paparan Kod QR akan dipaparkan dan pengguna perlu muat turun aplikasi Google
Authenticator untuk penetapan authenticator.

17
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Aplikasi Google Authenticator boleh dimuat turun ke peranti mudah alih melalui Google
Play Store (bagi pengguna Android) atau Apple App Store (bagi pengguna iOS). Berikut

adalah langkah-langkah untuk menetapkan Google Authenticator pada akaun GWS:

Google Authenticator

Google LLC

“ < srore Bl o winiet

[0 This app is available for some of your devices

Rajah 25: Aplikasi Google Authenticator Google Play Store (Android)

Drive Google Google Pholos %

"'.

Aulhentlcatar Google TV GoogleCalenda

Rajah 27: Paparan Google Authenticator pada peranti mudah alih

Langkah 4: Klik pada aplikasi ‘Authenticator’.

18
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Stronger security with
Google Authenticator

serifi

Rajah 28: Paparan Awal Tetapan Authenticator

Langkah 5: Klik pada butang ‘Get started’.

14:55 o 56 B

« App Store

= Google Authenticator s @

Enter a setup key

Scan a QR code

Rajah 29: Paparan mengimbas kod QR

Langkah 6: Kiik pada ikon IS,
Langkah 7: Klik pada pilihan ‘Scan a QR code’.

19
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Set up authenticator app

* Inthe Google Authenticator app, tap the +
» Choose Scan a QR code

Can‘t scan it?

Cancel ]

Rajah 30: Paparan Kod QR - 2

Langkah 8: Scan kod QR yang dipaparkan melalui aplikasi Google Authenticator.
Langkah 9: Klik butang ‘Next'.

Kod sementara 6-digit akan dipaparkan pada aplikasi Google Authenticator. Sila ambil maklum

bahawa setiap kod hanya sah selama 30 saat sebelum kod baharu dijana secara automatik.
(Rujuk Rajah 31)

16:55

= Google Authenticator

Search.

Google: pengguna@mygovuc.gov.my

796 628 ¢

Rajah 31: Paparan 6-digit Kod Authenticator

20
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Set up authenticator app

Enter the 6-digit code that you see in the app
796628 10
Back Cancel 11

Rajah 32: Paparan Penetapan Kod Authenticator

Langkah 10: Masukkan kod daripada aplikasi authenticator. (Rujuk Rajah 31)
Langkah 11: Klik pada butang ‘Verify’.

Setelah proses penetapan selesai, status aplikasi Google Authenticator akan dipaparkan.
(Rujuk Rajah 33)

< Authenticator app

Instead of waiting for text messages, get verification codes from an
authenticator app. It works even if your phone is offline.

First, download Google Authenticator from the Google Play Store or the i0S
App Store.

Your authenticator

g‘l Authenticator o

o
3% Added just now

Change authenticator app

Rajah 33: Paparan Tetapan Authenticator

21
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date

®

How you sign in to Google

Make sure that you can always access your Google Account by keeping this information up to

2-Step Verification

© Onsince 09:25

Password
Last changed 09:24

Skip password when possible

fad
L

Authenticator
Added 16:15

O

|

2-5tep Verification phones
017-579 5201

Recovery phone

Add a mobile phone number

Recovery email

Add an email address

Backup codes
10 codes available

MyGovUC

Rajah 34: Paparan Senarai Pengesahan 2 Langkah (2SV) — Authenticator

22



